Installation Procedure for the SSL Certificate

The AccessPoint Virtual Passage, an SSL VPN client for Windows 2000 and Windows
XP, is installed and run from a web browser using ActiveX.

Because of Internet Explorer security issues, in order to install the ActiveX program,
you must first check the web browser and certificate settings.

The web browser must be set to accept and run ActiveX controls. In addition,
AccessPoint version 1.0 Virtual Passage software is not signed with a certificate
(Authenticode), so the browser must enable or prompt to download unsigned
ActiveX controls and initialize or script ActiveX controls not marked as safe.

To verify these settings, view the web browser security settings. The safest way to
enable these settings while not exposing the web browser to security threats is to
configure the SSL VPN gateway device as a Trusted Site.

1. Select Internet Options from the Internet Explorer Tools menu.

2. Select the Security tab in the Internet Options dialogue window. A window
similar to the following will be displayed.

Internet Options

General | Securty | Privacy | Content | Connections | Programs | Advanced

Select a Web contertt zone to specify its security settings.

Q¢ 0 @

Intemet Local intranet ~ Trusted sites Restricted
sites

Intemet

This zone contains all Web sites you
havent placed in other zones

Securty level forthis zone

Custom
Custom settings.
- Ta change the settings, click Custom Level.
- To use the recommended settings, click Default Level.

[ Custom Level... ] [ Default Level ]

I OK ]l Cancel ]

3. Select the Trusted Sites option, then click Sites. A Trusted Sites window
will be displayed.



Trusted sites

‘fou can add and remove Web sites from this zone. All Web sites
in this zone will use the zone's security settings.

Add this Web site to the zone:

Web sites:

http: fffree.aol.com
www.netscreen,com
http://218.159.92.227
http://218.159.92,228
http://218.159.92,229

[ Rrequire server verification (https:) for all sites in this zone

[ OK ] [ Cancel

5.
6.

site to the zone field and click Add.

Click OK to close the Trusted Sites window.

Click OK to close the Internet Options window.

Enter the name or IP address of the SSL VPN gateway in the Add this Web

If you do not have a valid SSL certificate signed by a root certificate authority
such as Thawte or Verisign, you will need to import the certificate. Follow the
following procedure to import the certificate before you can install and run the

Virtual Passage software.

window and select Properties.
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1. Once you log into the SSL VPN portal, right click on the web browser
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Click on the Toolbox icon to install AccessPoint
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Click on the virtual Passage icon to create a virtual
passage to the remote network,

keep the window open to maintain the connection,




The web site Properties window will be displayed.

Menlo Logic AccessPoint S5L WPMN

Protocal: HyperT ext Transfer Protocol with Privacy
Type: Mot Aevailable

Connection: 550 3.0, RC4 with 40 bit encryption [Low); BS54 with
512 bit exchange

Address: hitps: /4192 168.0. 26/ partal htrl

[URL)
Sizer Mot &wvailable
Created: ot Axvailable

M odified: Mot Available

LCertificates I Analyze |

ak I Cancel | Apply |

2. Click on Certificates. The Certificates window will be displayed.

21x

Certificate

General |Deta||s I Certification Path

®.
Certificate Information

This certificate is intended to:
sEnsures the identity of a remote computer

Issued bo:  test-sslvpn

Issued by: test-sslvpn

valid from 6/14/2004 to 5/15/2006

Issuer Staktement |




3. Click on Install Certificate... The Certificate Import Wizard will be displayed.

Certificate Import Wizard x|

Welcome to the Certificate Import
Wizard

This wizard helps you copy certificates, cerkificate brust
lists, and certificate revocation lists from your disk to a
certificate store,

A certificate, which is issued by a certification authority, is
a confirmation of your identity and contains information
used ko protect data or ko establish secure network
connections. A& certificate store is the system area where
certificates are kept.

Ta conkinue, click Mesxt,

< Back: Cancel |

4. Click Next. Then select the Place all certificates in the following store
radio button and click Browse. The Select Certificate Store window will be
displayed.

Select Certificate Store

Select the certificate store vou wank ko use,

2l x|
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5. Select Trust Root Certification Authorities. Then click OK. The
Certificate Import Wizard will show the new certificate store.



Certificate Import Wizard 1 il

Certificate Store
Certificate stores are system areas where certificates are kept.

‘Windaws can automatically select a certificate store, or you can specify a location For
€~ automatically select the certificate store based on the kype of certificate
%' Place all certificates in the Follawing store

Certificate store:

Trusted Root Certification Authorities

< Back | Tlexk = | Cancel |

6. Select Trust Root Certification Authorities. Then click OK. The
Certificate Import Wizard will show the new certificate store.

Certificate Import Wizard ] 1[

Certificate Store

Certificate stores are system areas where certificates are kept.

‘windows can automatically select a certificate store, or you can specify a location For
~ automatically select the certificate store based an the bype of certificate
% Place all certificates in the Following store

Certificate store:

Trusted Root Certification Authorities

< Back [exk = Cancel

7. Then click Finish.

Certificate Import Wizard |

Completing the Certificate Import
Wizard

‘ou have successfully completed the Certificate Tmport
wizard,
‘You have specified the Following settings:

Certificate Store Selected by User  Trusted Root Certifice
Conkent Certificate

< Back




8. The Certificate window will confirm the successful import. Click OK.

L L ms e O e 1
Certificate |
General | Details I Certification Path
—:1 Certificate Information
This certificate is intended to:
+Ensures the identity of a remote computer
Issued to: test-sslvpn Certificate TS, E
@ The import was successful,
Issued by: test-sslvpn
QK
¥alid from &/14/2004 to _

Instal Certificate...l Issuer Statement |

Ok

9. Repeat the same procedure, installing the certificate as an Enterprise Trust.
Once you have completed the process, click OK in the Properties window.

Menlo Logic AccessPoint 5L WP

Protocol: HuperText Tranzfer Protocol with Privacy
Type: Mot Available

Connection: 551 3.0, FIC4 with 40 bit encryption [Law]; BS54 with
512 bit exchange

Address: hittpe:#4192.168.0.25/ portal html
(URL)

Size: Mot dvailable

Created: Mat vailable

Modified: Mot &vailable

Analyze |
QK. I Cancel | Apply I

10. Close all open web browsers.
11. Launch Internet Explorer and log into the SSL VPN portal.

12. Click Virtual Passage in the SSL VPN portal left navigation menu. The Virtual
Passage window will be displayed.

13. Install Virtual Passage by clicking on the Install Virtual Passage icon.

14. Open a connection by clicking on the Create a Virtual Passage icon.



15. In the Dialog box, click Connect. After several seconds, the Virtual Passage
software should connect to the SSL VPN gateway.
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16. To test the Virtual Passage, open a MS-DOS terminal prompt. Type “ipconfig”.
The Menlo PPP adapter should be displayed.

L\ WINNT' System 32 command.com

Subnet Mask . % 255 255 250 @
Default Gateway : 18.8.8.1

PPPF adapter Menlo:

Connection—specific DNS Suffix . =

IP Address. . . . - . - - - . . . = 1B8.1.1.2
Subnet Mask : 255.255.255.255
Default Gateway H

E:“>ping 18.1.1.1

Pinging 18.1.1.1 with 32 bhytes of data:
1@.1.1.1: byt 2 time=18ms
1@.1.1.1: hyt 2 time<18

1@.1.1.1: byt 2 time<18ms TT 4
Reply from 18.1.1.1: hyt 2 time<iBm=z= TTL=64

Ping statistics for 18.1.1.1:

Packets: Sent = 4, Received = 4, Lost = B (Bx lossb,
Approximate round trip times in milli-seconds:

Minimum = Bms,. Maximum = 18ms. Average = 2ms

E:s>

17. Then ping or telnet to the SSL VPN gateway. The SSL VPN gateway’s address is
the first IP address of the IP address range assigned in the Client Addresses range
in the AccessPoint administrative interface.
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